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Instructions for Completing Questionnaire

Please answer the following Franciscan Alliance Vendor Questionnaire sections that apply to this acquisition. If a section is not applicable, please skip that section. Many of the questions are a simple Yes or No. If space is provided, you are encouraged to expand or clarify any response as needed. Please make every effort to provide complete and accurate information on each questionnaire.
Pre-Purchase/Pre-Demonstration Questionnaire

This questionnaire must be completed if the purchase involves new electrical equipment, HVAC, or medical equipment. To go to this form click here.

Information Security Data Gathering

This questionnaire must be completed for all application software to assist Franciscan Alliance in understanding what security features are available, and to comply with our corporate information security risk assessment process. To go to this form click here.
Technology Questionnaire

You will complete this questionnaire to describe server, client, and database components. To go to this form click here.
Citrix Questionnaire

This questionnaire must be completed to determine if the application can be delivered via Citrix. To go to this form click here.
Storage Questionnaire

This questionnaire must be completed to determine storage requirements in terms of capacity, performance, and availability. To go to this form click here.
Interface Questionnaire

This questionnaire must be complete when an interface is needed for the device or system. To go to this form click here.
Pre-Purchase/Pre-Demonstration Questionnaire

Purpose of this form:

Clinical Engineering:

· Include in the preventative maintenance program

· Maintain an accurate inventory of assets

· Track safety re-call's and patient safety issues

· HIPAA 

· Security compliance
Facilities:

· Validate that space, power, cooling, and other installation logistics are available

Information Services:

· Maintain an accurate inventory of assets

· HIPAA Security compliance

Instructions

Complete all required sections of this questionnaire. Please be sure not to leave any questions unanswered. Please return completed form to Franciscan Alliance facility contact that is planning to implement this system. 

When to use the form:

When acquiring (by purchase, lease, grant, or no charge) new electrical equipment, medical equipment, IT software or hardware the form must be completed. Please refer to guide below:

	Equipment
	Sections to be completed:

	
	A
	B
	C
	D

	Demonstrations of Equipment
	(
	
	
	

	Electrical Equipment
	(
	(
	
	

	Medical Equipment
	(
	(
	
	(

	IT Software or Hardware
	(
	(
	(
	

	Medical Equipment with Software and computer equipment
	(
	(
	(
	(


Who should complete the sections of the form?

Section A - should be completed by the Manufacturer\ Vendor

Section B - should be completed by the Requisitioning Department Head

Section C - should be completed by the Manufacturer\Vendor and Requisitioning Department Head 
Section D - should be completed by the Manufacturer\ Vendor 
Form Routing

The Requisitioning Department Head should get all appropriate signatures and attach the Pre-Purchase /Pre-Demonstration Evaluation Form to the purchase order or contract.

Regardless of how you are acquiring the equipment, software, or hardware, you should still have this form completed and routed to the appropriate departments (Clinical Engineering, Facilities, or MIS).

Section A - Pre-Purchase/Pre-Demonstration Evaluation for New Equipment 
Section “A” of this form must be filled out by each bidding or demonstration company.
All applicable parts of this form must be completed and attached to the departmental purchase requisition for in-house equipment demonstrations or the purchase of electrical equipment, medical equipment, or software packages with a price exceeding $500.00. The completed form and purchase requisition must be returned to the Director of Materials Management prior to the demonstration or purchase of said equipment.

Requesting Department:       FORMTEXT 

     

Date: 
Requested By:       
Phone Extension:      
Model Number of Equipment:      
Description of Equipment:       
Vendor Information
Vendor’s Company Name:       
Address: 

     
Contact: 
Purchase:  FORMCHECKBOX 

Lease:  FORMCHECKBOX 

Evaluation:  FORMCHECKBOX 

Other:  FORMCHECKBOX 

1. Is this equipment listed and/or labeled:  UL  FORMCHECKBOX 
  
CSA  FORMCHECKBOX 
. 
Note: If item not CE labeled, provide electromagnetic compatibility (EMC) design considerations. If EMC not considered by vendor, please check this box  FORMCHECKBOX 
.

2. Hospital’s policy is to standardize equipment whenever possible. DO WE HAVE AN EXACT DUPLICATE OF THIS EQUIPMENT?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 
 
If “yes”, where is equipment located?      
3. Hospital requires the following information from successful equipment bidders.
	Equipment
	YES
	NO
	Yes, for added charge
	Other

	Sales Brochures (varying numbers)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	Operators Manuals (2)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	Complete Service Manuals w/Software Keys (2)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	Submittal Drawings (Network, Room Layouts, etc.) (3)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	Complete Schematic Drawings
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	In-Service Sessions for Users (varying numbers)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	Biomedical Training Equal to Field Engineer Training (1)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     

	Instructions to remove PHI from equip.\device 
(If applicable)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	$      
	     


4. If applicable, please complete the following information concerning operating system software.

REVISION NUMBER OF QUOTED OPERATING SOFTWARE:      
LENGTH OF TIME THIS SOFTWARE VERSION IN GENERAL USE:      
TOTAL INSTALLED BASE FOR THIS SOFTWARE (U.S.):      
PROJECTED RELEASE DATE OF NEXT SOFTWARE VERSION:      
OPERATING PLATFORM AND REVISION NUMBER OF REMOTE WORKSTATION 
SOFTWARE (IF APPLICABLE):      
OPERATING PLATFORM AND REVISION NUMBER OF USER INTERFACE (IF APPLICABLE):       FORMTEXT 

     
 
 

5. Please state the cost of the following items:

	Item
	Cost

	Replacement Parts Kit (If applicable)
	$ 

	Full Service Contract (Please provide a copy)
	$      

	Preventative Maintenance Contract (Including Frequency)
	$      


6. Please state the percent discount from list price Hospital can expect for replacement service parts: 
7. Please express details of warranty concerning duration, parts, labor and normal working hours for warranty service. If possible, attach a copy of company warranty policy.      
     
8. How long has this product been on the market? 
9. Can a user list be provided upon request?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
   If “Yes”, please attach. 
10. Cost of equipment includes the following:

	Equip. Costs
	Yes
	No
	N/A
	Equip. Costs
	Yes
	No
	N/A

	Delivery
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Calibration
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Assembly
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Start-up Supplies
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Installation
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Cable Installation
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



If answer to any of the above is No, then additional costs must be identified as part of the purchase process:
     
11. Has this equipment been involved in a recall or is it under investigation for any operations or safety related issue?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
   If “Yes”, attach explanation.


12. Will it be necessary for Franciscan Alliance to make provisions for the following?
FOB INSTALLED   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

	Type 
	No
	If Yes, 
	Capacity

	Steam
	 FORMCHECKBOX 

	Pressure       PSI
	      LBS/HR

	Control Air
	 FORMCHECKBOX 

	Pressure       PSI
	      SCFN

	Medical Air
	 FORMCHECKBOX 

	Pressure       PSI
	      SCFN

	Oxygen
	 FORMCHECKBOX 

	Pressure       PSI
	      SCFN

	Vacuum
	 FORMCHECKBOX 

	Pressure       Inches Hg.
	Volume:      

	Exhaust
	 FORMCHECKBOX 

	CFM      
	


Other Gas than listed above:       FORMTEXT 

     

Type & Pressure:  PSI   Volume:            
	Other Provisions
	No
	If Yes,

	Cold Water
	 FORMCHECKBOX 

	Temp. Range:       °F Min         °F Max
	      GPM Pressure

	Hot Water
	 FORMCHECKBOX 

	Temp. Range:       °F Min         °F Max
	      GPM Pressure

	Cooling
	 FORMCHECKBOX 

	Type:         Amount:      

	Fuel
	 FORMCHECKBOX 

	What kind:      


HEAT GENERATION TO ATMOSPHERE IN BTU’S/HR:    
PEAK           
Standby      
RECOMMENDED AMBIENT AIR TEMPERATURE:       °F   
PLUS OR MINUS       °F
RADIATION OR RADIO FREQUENCY SHIELDING REQUIRED?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
 
IF SHIELDING IS REQUIRED, WHAT TYPE?       
WEIGHT:        LBS.                             FLOOR LOADING:       LBS/FT2
SPACE REQUIREMENTS: L      
W      
HT       
OTHER REQUIREMENTS:      
13. ELECTRICAL REQUIREMENTS: 
VOLTAGE: 
110V  FORMCHECKBOX 

208V  FORMCHECKBOX 

240V  FORMCHECKBOX 

480V  FORMCHECKBOX 

PHASE:
SINGLE  FORMCHECKBOX 

3 PHASE/NEUTRAL  FORMCHECKBOX 

AVG OPERATING CURRENT:      AMP
STARTING CURRENT: 
      AMP



	Electrical Requirements
	Yes
	No
	Electrical Requirements
	Yes
	No

	Operates on Batteries Only
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Battery Backup
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Requires an Isolated Ground
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Requires Dedicated Power Line
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Requires Power Conditioning or UPS
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Will Operate on Isolated Power
	 FORMCHECKBOX 

	 FORMCHECKBOX 



IF POWER CONDITIONING IS REQUIRED, LIST SPECIFICATIONS:       
     
14. INFORMATION SYSTEMS REQUIREMENTS:

	Will this Equipment Require:
	Yes
	No

	Is, or does this equip., include, a new PC, Printer, or MIS Device?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Additional new PC’s or Printers?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	PC’s or Printers to be relocated?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	PC’s or Printers to be upgraded?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Interfacing with existing systems? If “Yes”, Franciscan Alliance requires newly purchased equip. to be HL 7 compliant. HL 7 compliance statements must be supplied.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	New phones or lines for faxes or modems?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Existing phone lines to be relocated?
	 FORMCHECKBOX 

	 FORMCHECKBOX 



	Voice mail or call processing services?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Will this system interconnect with an existing LAN/WAN?
	 FORMCHECKBOX 

	 FORMCHECKBOX 



If applicable, what type network is supported by this equipment?      
If applicable, please identify any router requirements?      
	Cabling?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Generate or utilize medical images? If “Yes”, Franciscan Alliance requires newly purchased equipment to be Dicom 3.0 compliant. Dicom conformance statements must be supplied.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Will this equip. create, receive, store, or transmit patient data? If “Yes”, then section C and D must be completed to verify compliance.
	 FORMCHECKBOX 

	 FORMCHECKBOX 



15. Does this device\system have radio frequency (RF) (e.g., WiFi, Wireless, Bluetooth) capabilities (receiving or transmitting)?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
     If “Yes”, are there plans to use these features at this time?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

If yes, please explain.      
If the answer to any of the above questions is "Yes", then you must review your equipment needs with the MIS Director to identify additional costs.

16. Is the device\system managed through a client on the workstation?  Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
     

17. Can the device\system be managed via the Internet?  Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
     


If “Yes”, is the transmission encrypted? Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

The Manufacturer shall understand that inaccuracy and/or omission of information in items 1 through 15 may result in the return of purchased equipment, freight collect.
Manufacturer’s Representative:      

Date:      
Section B - Pre-Purchase/Pre-Demonstration Evaluation for New Equipment 
Section “B” of this form must be filled out by requesting Department Head.
18. RENOVATION/CONSTRUCTION REQUIREMENTS – PLEASE CHECK ANY OF THE FOLLOWING THAT APPLY.


	Existing space in the department will require change.
	 FORMCHECKBOX 

	Temporary relocation will be necessary to maintain operations.
	 FORMCHECKBOX 


	New furnishing or casework will be required.
	 FORMCHECKBOX 

	Additional space will be required or become available.
	 FORMCHECKBOX 


	This request will impact other departments.
	 FORMCHECKBOX 

	It will be necessary to abate the area due to this request.
	 FORMCHECKBOX 


	Architectural or engineering consultants will be required.
	 FORMCHECKBOX 

	“Outside” temporary services will be needed.
	 FORMCHECKBOX 



If any of the above boxes were checked, please attach a detailed explanation to this form.
19. MATERIALS MANAGEMENT/PURCHASING
Does Consorta have an agreement for this type of equipment or with this vendor?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
 
Will existing equipment be disposed of?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

If “Yes”, does it store electronic patient information with requirements for appropriate HIPAA disposal?   
Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

How will existing equipment be disposed of?    Trade-In  FORMCHECKBOX 
    Scrap  FORMCHECKBOX 
    Relocate  FORMCHECKBOX 
    Storage  FORMCHECKBOX 

Will special handling be required in delivering the equipment?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

Riggers  FORMCHECKBOX 
     Movers  FORMCHECKBOX 
     Installers  FORMCHECKBOX 
     Please Describe:      
     
Where is the equipment to be delivered?      
Will this purchase require staging or temporary storage?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

If “Yes”, please describe:      
     
Will this purchase require additional disposable supplies or reusable supplies that will need to be reprocessed by Central Processing?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

If “Yes”, what is the annual volume?         
Annual expense?      
If “Yes”, any supply used with this equipment must be identified as part of the Value Analysis process. Have Value Analysis forms been submitted for review? If “No”, please explain:      
     
DO NOT WRITE BELOW THIS LINE – FOR USE BY BIO-MEDICAL ENGINEERING

PO#      

     

ASSET #: FORMTEXT 

     

ECRI UNIVERSAL MEDICAL DEVICE CODE 
HOSPITAL PM PROCEDURE #:       
DATE RECEIVED:      
PM SCHEDULE:       
ENTERED IN EQUIPMENT DATABASE: DATE      
COMMENTS (Type below): 
     
COMPLETED BY:       
DATE:     
Section C - IT Inventory Form for New Software and Equipment 
Section “C” of this form must be filled out by requesting Department Head with assistance of the Vendor.
Check one: 
New Purchase  FORMCHECKBOX 

Upgrade  FORMCHECKBOX 

Is this system a replacement for another system?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

If yes, please provide system that this will replace.      
Information Required at Purchase



Date:      
Name of System or Device being purchased:       
Is this system hosted by the vendor?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
 
Campus/Department/Location where system or device will be in use:       

Enter in the name of the Campus and Department(s) where the system or medical device is being used. Ex: Alverno Clinical Laboratory, Franciscan Alliance owned Lab and various Respiratory Departments.
Department Owner:       

Enter in the name of the primary department that utilizes the hardware, makes decisions about how the system will be implemented, or used, and/or initiated the purchase of the hardware and /or software. 
Name of System Administrator       

Enter in the name of the individual(s) who are responsible for defining users to the system, and/or facilitating system problems with the software or hardware. Ex: Primary: Pam Stach; Secondary: Allison Bailey.
Contact information for the System Administrator:       

Enter in the work phone where the System Administrator(s) can be reached. 
Software Vendor Name:       

Enter in the name of the vendor that sold the facility the software or hardware. Ex: Soft Computers, Inc.
Address:      
Phone:      
Fax:      
Email:      
Vendor Web Site:      
Contact Name and Phone Number:      
Business Associate Agreement Required? (review definitions below)   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
 

A “business associate” is a person or entity that performs certain functions or activities that involve the use of or access to the protected health information on behalf of, or provides services to a covered entity.
Business associate functions and activities include but are limited to: claims processing or administration; data analysis, processing or administration; utilization review; quality assurance; billing; benefit management; practice management; software upgrades; hardware repairs; and re-pricing.

Business associate services include but are not limited to: legal; actuarial; accounting; consulting; data aggregation; management; administrative; accreditation; software or hardware maintenance or support; financial, and software hosting.

Business Associate Agreement Signed?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

Software Product Name:       

Enter in the name of the software application. Ex: Soft Laboratory Information System.
Current /Software Product Version Number:       

Enter in the version of the Product software. Ex: Version 1.0
Describe Software Business Function:       

     
     
Describe the business function performed by the system. Ex: The fully integrated SoftLab system provides a seamless interface that links the clinical laboratory, microbiology, pathology, and blood bank information systems so that common information flows seamlessly throughout the enterprise. The resulting data is then available in a user definable fashion.
Application Name:       

This is applicable to systems that may have multiple applications or modules that do different things within a Product. Enter in the name of the application software. Ex: SoftBank
Current Application Version:       

This is applicable to systems that may have multiple applications within a Product and they have unique version levels. Enter in the application or module along with the corresponding version level. Ex: SoftBank - v 4.5 
Does the System store or transmit PHI Electronically?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
   Unknown  FORMCHECKBOX 

Store, receive, or transmit patient information of any kind.

Storage Type:
Temporary (memory)  FORMCHECKBOX 

Permanent (disk, media)  FORMCHECKBOX 

Is this a Medical Diagnostic Device that has Internal Storage of PHI?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

Remote Access available to access the System?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

Does the system have the ability to allow a vendor or system user(s) access the system remotely?

Method of Remote Access 

Method used to access the system or device remotely. List all that apply.

	Code
	Definition

	M  FORMCHECKBOX 

	Select an M if a modem is installed and users access the system through that modem.

	V  FORMCHECKBOX 

	Select a V if the users access the system through the AIS Virtual Private Network (VPN).

	C  FORMCHECKBOX 

	Select a C if the users access the system through the AIS Comm Server.

	I  FORMCHECKBOX 

	Select an I if the users are able to access the system via a web site on the Internet. Also list the web site name – Ex: I – https://healthnet.isdh.state.in.us

	R  FORMCHECKBOX 

	Select an R if the users are able to access the system via remote control web software.

	N  FORMCHECKBOX 

	Select an N if the users access the system through the AIS Nfuse web site.

	O  FORMCHECKBOX 

	Select O if data is sent via another method that is not listed. Include a description of the method used to transfer the data.

	N/A  FORMCHECKBOX 

	Select a N/A if the system is not available to system users.


Are Portable Device(s) Used? Is the system going to be used with portable computing devices? 
If applicable,   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 

Portable Devices(s) Type: If using portable devices, list the type of device being implemented. 
Laptop  FORMCHECKBOX 
       PDA  FORMCHECKBOX 
       Blackberry  FORMCHECKBOX 
       Glucometer  FORMCHECKBOX 

Other (provide description of other device type(s))      
Database Vendor:      
If applicable, enter in the name of the Database software vendor that the system is utilizing. Ex: Oracle Corporation

Database Version:      
If applicable, enter in the version number of the Database operating system. Ex: v 12.0

Does the software perform HIPAA Transaction Code Sets?   Yes  FORMCHECKBOX 
   No  FORMCHECKBOX 
 
Does the software perform transactions that are covered under the HIPAA Transaction Code Set Regulations? (e.g., 835, 837, 270, 271)

Section D – Manufacturer Disclosure Statement for MDS
	Manufacturer Disclosure Statement for Medical Device Security – MDS2

	Device Category1
	Manufacturer1
	Document ID
	Document Release Date

	Device Model
	Software Revision
	Software Release Date

	Manufacturer or Representative Contact Information
	Name
	Title
	Department

	
	Company Name
	Telephone#
	e-mail

	MANAGEMENT OF ELECTRONIC PROTECTED HEALTH INFORMATION (ePHI) As defined by HIPAA Security Rule, 45 CFR Part 164)
	Yes No N/A
	Note #

	1. Can this device transmit or maintain electronic Protected Health Information (ePHI)?


2. Types of ePHI data elements that can be maintained by the device:

a.
Demographic (e.g., name, address, location, unique identification number)? 


b.
Medical record (e.g., medical record #, account #, test or treatment date, device identification number)?


c.
Diagnostic/therapeutic (e.g., photo/radiograph, test results, or physiologic data with identifying characteristics)?


d.
Open, unstructured text, entered by device user/operator? 


3. Maintaining ePHI:
Can the device

a.
Maintain ePHI temporarily in volatile memory (i.e., until cleared on by power-off or reset)? 


b.
Store ePHI persistently on local media?


c.
Import/export ePHI with other systems?


4. Mechanisms used for the transmitting, importing/exporting of ePHI:
Can the device

a.
Display ePHI (e.g., video display)?


b.
Generate hardcopy reports or images containing ePHI? 


c.
Retrieve ePHI from or record ePHI to removable media (e.g., disk, DVD, CD-ROM, tape, CF/SD card, memory stick)?

d.
Transmit/receive or import/export ePHI via dedicated cable connection (e.g., IEEE 1073, serial port, USB, FireWire)?

e.
Transmit/receive ePHI via a network connection (e.g., LAN, WAN, VPN, intranet, Internet)?


f.
Transmit/receive ePHI via an integrated wireless connection (e.g., WiFi, Bluetooth, Infrared)? 


g.
Other
?
	     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
	     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     

	ADMINISTRATIVE SAFEGUARDS
	Yes No N/A
	Note #

	5. Does manufacturer offer operator and technical support training or documentation on device security features? 


6. What underlying operating system(s) (including version number) are used by the device? 

	     
     
	     
     

	PHYSICAL SAFEGUARDS
	Yes No N/A
	Note #

	7. Are all device components maintaining ePHI (other than removable media) physically secure (i.e., cannot remove without tools)?.

8. Does the device have an integral data backup capability (i.e., back onto removable media such as tape, disk)? 


9. Can the device boot from uncontrolled or removable media (i.e., a source other than an internal drive or memory component)?

	     
     
     
	     
     
     

	TECHNICAL SAFEGUARDS
	Yes No N/A
	Note #

	10. Can software or hardware not authorized by the device manufacturer be installed on the device? 

11. Can the device be serviced remotely (i.e., maintenance activities performed by service person via network or remote connection)?


a.
Can the device restrict remote access to specific devices or network locations (e.g., specific IP addresses)? 

b.
Can the device log provide an audit trail of remote-service activity? 

c.
Can security patches or other software be installed remotely? 

12. Level of owner/operator service access to device operating system: Can the device owner/operator
a. Apply device manufacturer-validated security patches? 

b.
Install or update antivirus software? 

c.
Update virus definitions on manufacturer-installed antivirus software? 

d.
Obtain administrative privileges (e.g., access operating system or application via local root or admit account)? 

13. Does the device support user/operator specific ID and password? 


14. Are access sessions terminated after a predetermined length of inactivity (e.g., auto logoff)? 

15. Events recorded in device audit log (e.g., user, date/time, action taken):    Can the audit log record
a.
Login and logout by users/operators? 

b. Viewing of ePHI? 

c.
Creation, modification or deletion of ePHI? 

d.
Import/export or transmittal/receipt of ePHI? 

16. Does the device incorporate an emergency access (“break glass”) feature that logs each instance of use? 

17. Can the device maintain ePHI (e.g., by internal battery) during power service interruptions? 

18. Controls when exchanging ePHI with other devices:
a.
Transmitted only via a physically secure connection (e.g., dedicated cable)?

b.
Encrypted prior to transmission via a network or removable media?

c.
Restricted to a fixed list of network addresses (i.e., host-based access control list)? 

19. Does the device ensure the integrity of the ePHI data with implicit or explicit error detection/correction technology?
	     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
	     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     


1Recommend use of ECRI’s Universal Medical Device Nomenclature System (UMDNS).
Adapted from Information Security for Biomedical Technology: A HIPAA Compliance Guide. ACCE/ECRI, 2004.

ACCE - the American College of Clinical Engineering; ECRI - formerly the Emergency Care Research Institute.
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	Manufacturer Disclosure Statement for Medical Device Security – MDS2

	RECOMMENDED SECURITY PRACTICES


	

	EXPLANATORY NOTES (from questions 1 - 19):

IMPORTANT: Refer to Instructions for the Manufacturers Disclosure Statement for Medical Device Security for the proper interpretation of information provided in this form.
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Information Security Data Gathering

Purpose

Determine the systems’ ability to be compliant with the HIPAA Security Regulations and Franciscan Alliance Information Security Standards.

Definitions

Protected Health Information (PHI): is individually identifiable health information that relates to the past, present, or future physical or mental health condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual.
System: A single computer or a related set of interconnected computer software, hardware, and data transmission devices. Workstations are included in this definition only if they store PHI electronically.

	· Systems that sends or transmits PHI or business sensitive information over a computer network
	· Systems that receive, or stores PHI or business sensitive information in electronic form

	· Systems that create PHI or business sensitive information in electronic form
	· Medical systems and devices that store patient information electronically

	· Devices that are connected to the Franciscan Alliance network
	· Stand alone devices that are not connected to the Franciscan Alliance network


Instructions

The software vendor must complete all sections of this checklist. Please be sure not to leave any questions unanswered. Please return completed form to Franciscan Alliance facility contact that is planning to implement this system. 

	Does System Comply?    Review the Checklist statements and for each statement:

	Answer
	If…

	Yes
	The system has the functionality (according to statement) and it will be utilized.

	No
	The system has the functionality and it will not be utilized. If you answer No, describe additional safeguards that are in place to offset the safeguard needed.

	Not Available
	The system does not have the functionality available to utilize.

	Not Applicable
	The statement does not apply to the system being implemented or upgraded.


Alternative Methods for Compliance and\or Comments – If you answer No or Not Available, describe additional safeguards (e.g., policies and procedures; physical controls (e.g., locks, etc.), technical controls (e.g., intrusion monitoring) that are in place to help offset the safeguard needed to protect the system.

System Information

	Name:       
Phone Number:      
	System Name:      
	System Version Number:      

	System Vendor Name:      
Address Street, City, State, Zip:      
Phone Number:     
	Describe Business Use of System: (what does the system do?)      

	Brand of Hardware:      
	Number of Servers:      
	Number of Workstations:      

	Server Operating System & version:      
	Running Web server: 
Yes:  FORMCHECKBOX 
 No:  FORMCHECKBOX 

	Web Server Operating System:      

	Is the hardware pre-configured? Yes:  FORMCHECKBOX 
 No:  FORMCHECKBOX 

	Application runs as Client or browser?      
	If browser, list supported browser and version number:      
If browser, does the application require ActiveX or any other client-side component?:      

	Can application or browser run on Thin Client (e.g., Citrix)? Yes:  FORMCHECKBOX 
 No:  FORMCHECKBOX 

	Is this delivered via an Application Service Provider (ASP) or Software as a Service (SaaS)? Yes:  FORMCHECKBOX 
 No:  FORMCHECKBOX 

	Does the system rely on access to the Internet, or send information to\from the Internet? Yes:  FORMCHECKBOX 
 No:  FORMCHECKBOX 
 Describe:      

	Does the application process, transmit, or store credit card information? Yes:  FORMCHECKBOX 
 No:  FORMCHECKBOX 

	If ‘Yes’, list any secondary applications, websites, or third party vendors used to assist in processing:      
	If ‘Yes’, list all credit card data elements processed, stored, or transmitted: (e.g., Name, Card Number, Security Code, etc.)      

	Will the system be Interfaced (e.g., HL7, FTPs) with other systems? Yes:  FORMCHECKBOX 
No:  FORMCHECKBOX 
 
Describe:      
	What programming language is the application written in:      
	Database Type to be installed:      
Database Version Number:      
Database Service Pack Level:      


	Security Standards
	Does System Comply?
	Comments/Plans for Meeting Compliance

	A.  Password Controls

	Can the application utilize Active Directory or LDAP for authentication?
	Functionality Available: 
Yes:  FORMCHECKBOX 
      No:  FORMCHECKBOX 


	     

	System forces an individual to utilize a eight (8) character password (minimum length)
	Functionality Available: 
Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

Current Minimum length:      
Current Maximum length:      
	     

	System forces individuals to choose passwords that are strong\complex (Must contain characters from 3 of the following 4 groups) 

· Upper case letters

· Lower case letters

· Numbers 

· Non-alphabetic characters (i.e. !, $, #, %)
	Functionality Available: 
Yes:  FORMCHECKBOX 
      No:  FORMCHECKBOX 


	

	System forces the user’s password to expire or automatically prompts the user to change their password after 90 days has passed.
	Functionality Available: Yes: 
Current Change Interval: 
	

	System forces the individual to change their password when they first receive a login from the System Administrator or upon having it reset\changed by the Helpdesk or System Administrator.
	Functionality Available: 
Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 


	

	History of previously used passwords is maintained by the system to prevent the user from reusing a previous password.
	Functionality Available: 
Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

How many passwords does the system remember: 
	

	System users are provided the capability to change their own passwords at their discretion (can change any time they choose and change to a password that is only known by that individual).
	Functionality Available: 
Yes:  FORMCHECKBOX 
      No:  FORMCHECKBOX 

	

	Can users be prevented from changing their passwords?
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	User ID’s are automatically disabled after a specified number of consecutive invalid login attempts (entering in a wrong password).
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Current # attempts before it locks: 
How long the account remains locked: 
	

	Does the device or application require an account logged on at all times for services to function correctly?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 
 

If “Yes”, can the device or application remain in a ‘locked’ mode when not in use?: 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	System automatically locks\freezes the session after it has been inactive for a defined number of minutes, and individual must re-enter their password.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Current Auto Lock Time: 
	

	System automatically logs users off of system after a defined number of minutes of inactivity.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Current Auto Logoff Time: 
	

	Passwords cannot be viewed in clear text on the screen as the individual types the user ID and password. 
	Functionality Available: Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

	

	All system default administrator level account passwords can be changed by Franciscan Alliance personnel and\or assigned with a strong password (e.g., 8 characters or more, alphanumeric characters)

System software

Database

Operating system\Hardware

Service\Process user ID
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 
 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 
 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 
 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 
 
	Name of accounts that can not meet this requirement: 

	Does the application require service accounts (application, database, operating system)
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
	Please describe (purpose, account name): 

	Are application passwords encrypted in database table?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	Describe Encryption Algorithm used: 


	Security Standards
	Does System Comply?
	Comments/Plans for Meeting Compliance

	B.  Security Administration and Management

	Each individual can be assigned their own user ID and password.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 


	

	Application supports leading 0’s in the User ID naming convention.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 


	

	System provides reports of users and access levels assigned to each individual.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	System provides varying levels of access within the security menus\screens (i.e. Access to only password reset functions or Access to password reset function + Access to add & update users)
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	System provides capability to varying levels of access within the application.

If yes:






	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 


Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 


Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 


Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 

	

	Are there any limits on the number of groups that a User ID can be a member of?
	Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

	Please describe: 

	System provides encryption of sensitive information as it is transmitted over the Franciscan Alliance Network.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Is 3DES, AES (128), AES (256) used for storage or transmission? 

Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

Does the system use 128 bit SSL? 

 Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

Does the system require any protocols besides HTTPS, SCP, FTPS, SFTP, 
or SSH v2? Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

Does the system require telnet or FTP?

Yes:  FORMCHECKBOX 
     No:  FORMCHECKBOX 

	


	Security Standards
	Does System Comply?
	Comments/Plans for Meeting Compliance


	C.  Activity Logging

	System records user activities (e.g., access and attempts by date, time user, device, or location) through audit trails or logs.

System logs user activity (including changes and inquiry) to patient information?

Successful logins to the system

Failed attempts to login to the system

Successful attempts to access patient information

Failed attempts to access patient information 
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 


Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 


Available:  FORMCHECKBOX 
 Must Enable:  FORMCHECKBOX 
 Not Available:  FORMCHECKBOX 

Available:  FORMCHECKBOX 
 Must Enable:  FORMCHECKBOX 
 Not Available:  FORMCHECKBOX 

Available:  FORMCHECKBOX 
 Must Enable:  FORMCHECKBOX 
 Not Available:  FORMCHECKBOX 

Available:  FORMCHECKBOX 
 Must Enable:  FORMCHECKBOX 
 Not Available:  FORMCHECKBOX 

	

	System audit trail or logs are kept for 90 -180 days.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Number of days audit records are available: 
	

	Audit trail logs can be archived or stored off-line and recalled as needed.
	Functionality Available: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Archive methods:

 FORMCHECKBOX 
 Tape

 FORMCHECKBOX 
 Disk

 FORMCHECKBOX 
 Other 
	

	System maintains an audit trail of all security maintenance (e.g., user access level changes, password changes, menu\file permission changes) performed by date, time, user id, device and location and information is easily accessible.
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Available:  FORMCHECKBOX 

Number of days logs are kept: 
	


	Security Standards
	Does System Comply?
	Comments/Plans for Meeting Compliance

	D. Remote Access

	Software vendor requires a login to the system for support?

If yes, is the vendor assigned a unique user ID (not the default administrator level account) 

Does the vendor password meet the definition of a secure password? (e.g., 8 characters or more, alphanumeric characters)
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 


Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	Remote access to the system vendor and users (i.e. dialup, internet, etc.) will be accomplished through secure methods*

* modems are not considered a secure methods
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Needed:  FORMCHECKBOX 

If yes, please specify method(s):

 FORMCHECKBOX 
 AIS Comm Server (dialup)

 FORMCHECKBOX 
 Internet SSL

 FORMCHECKBOX 
 Internet VPN

 FORMCHECKBOX 
 Nfuse (access.ssfhs.org)

 FORMCHECKBOX 
 SSL VPN

 FORMCHECKBOX 
 Wireless

 FORMCHECKBOX 
 Other, describe: 
	

	Will vendor use Nortel VPN client to perform remote support? 

Does support of the system require remote control software (e.g., PC Anywhere)?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	


	Security Standards
	Does System Comply?
	Comments/Plans for Meeting Compliance

	E.  System Technical Hardening

	Is the application hosted through an application service provider (ASP) or Software as a Service (SaaS)? 
	ASP:  FORMCHECKBOX 

SaaS:  FORMCHECKBOX 

	

	Did vendor receive copies of the Franciscan Alliance Unix and\or Windows and Database security baselines?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	Does the software\hardware vendor allow Franciscan Alliance personnel to:

Install Virus software?

Install current Operating System patches?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

If “Yes”, please describe process:      
Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
If “Yes”, please describe process:      

	Describe known conflicts: 

	Who is responsible for virus updates be maintained post go-live?
	Customer  FORMCHECKBOX 
     Vendor  FORMCHECKBOX 

	Please describe requirements: 

	Operating System can be installed and hardened to meet Franciscan Alliance Security Standards?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
	

	System can run current Operating System version and recent Service Packs installed?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
	

	If Windows based, can customer setup the application so that users can login utilize their existing (SSFHS) Active Directory login?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 

	

	Database can be installed and hardened to meet Franciscan Alliance Security Standards?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
	

	System can run current Database version and recent service packs installed?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 


	Current Database Name:
Database Version Number: 
Database Service Pack Level: 

	Does the server or workstation rely on NT Sharing, NFS, SAMBA, or other similar means to communicate with other servers or user PC’s?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	Please describe requirements: 

	F.  Physical Controls

	Maintenance records for software and hardware are recorded and kept on file by vendor.
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
	


	G.  Contingency Planning and Backups

	Vendor provides documented procedure to instruct personnel on how to perform the system backups (or archives) of electronic data to ensure that data and system or configuration\customization files can be restored in the event of a disaster or system failure.
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
 
	

	Vendor recommendations for frequency that data backups should be performed for this system.
	Daily:  FORMCHECKBOX 
   Weekly:  FORMCHECKBOX 
    Monthly:  FORMCHECKBOX 
   Yearly:  FORMCHECKBOX 
 Other:  FORMCHECKBOX 
 

If other, please describe: 
	

	Vendor provides documented procedures to instruct personnel on how to test backup media and determine whether files can be restored.
	Yes:  FORMCHECKBOX 
   No:  FORMCHECKBOX 

	

	H.  Compliance Documentation

	A HIPAA Security Compliance statement is available from vendor. (please attach if available)
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	System Architecture and\or Data Flow Diagrams are available from vendor. (please attach if available)
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	

	I.  Application Service Provider (ASP) / Software as a Service (SaaS)

	Where is this Application Hosted? 
	 FORMCHECKBOX 
 Your Site 

 FORMCHECKBOX 
 Third Party Internet Service Provider
	

	Describe the redundancy that is built into the data center/servers hosting the application? Describe disaster recovery plan.
	
	

	Describe disaster recovery plan.
	
	

	Describe how hardware is physically protected and who has physical access to the hardware.
	
	

	Once the service contract between the vendor and Franciscan Alliance is terminated, what will happen to the Franciscan Alliance data stored in the application?
	 FORMCHECKBOX 
 Disposed\Destroyed by vendor 

 FORMCHECKBOX 
 Kept by vendor

 FORMCHECKBOX 
 Returned to Franciscan Alliance 

 FORMCHECKBOX 
 Other (please describe)
	

	Please provide detailed information about the communication protocols and ports that are needed to connect to the application, or transport data. 
	
	

	Does the vendor allow for a unique logon address specific to a Franciscan Alliance IP addresses for access?
	Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 
    Not Applicable:  FORMCHECKBOX 

	

	Who is responsible for creating and maintaining login accounts for the application? 
	Vendor: Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

Franciscan Alliance Employee: 
Yes:  FORMCHECKBOX 
    No:  FORMCHECKBOX 

	


Comments:      
Technology Questionnaire
Instructions

Complete all sections of this questionnaire. Please be sure not to leave any questions unanswered. Please return completed form to Franciscan Alliance facility contact that is planning to implement this system. 

Server

How many servers are needed to deploy the app?      
What is the recommended Platform for each server? Hardware       and Operating System:       

Is there a choice of Operating System?       

How many "interface computers"      , and what Operating System?      
If there's server-side code, what languages were used to create it?      
Does vendor have any requirements for backup technology, or can we use our own?      
Is there a starting-point or recommended configuration for an environment the size of Franciscan Alliance?      
Does the vendor expect to ship us any server hardware, perhaps as part of a turnkey portion of the app?      
To what extent does vendor perform the installation of the product?      
What type of web server is used, if required?      
Does vendor provide as-built technical drawings for review? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 

Do multi-site clients require servers at each specific site for any reason?      
How does vendor handle different time zones?      
Client

What Operating System does the client run? (i.e., can it run on Win 2K, Win XP, Vista) Please describe:      
What language(s) is the client written in?      
Does vendor use any Microsoft Office or other packages within their application, client-side or server-side?      
Does the client depend on or use a browser to function?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 

If “Yes”, is the browser either Internet Explorer version 6 or version 7? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
  If “No”, please describe:      
Does the client require ActiveX or any other client-side component?, please describe:      
Database

What database(s) are used or recommended?       Is there a choice of Database?       

How much disk storage is required, or how big will the database get, based on similar customers?      
What version of DB is required for the application? If MS SQL, is STD version if software ok to use or if Oracle, is STD or Enterprise version required to run app?      
Is AIS or Vendor responsible for file monitoring of production files and adding space to DB?      
Is AIS or Vendor responsible for installing/setup of the database?      
Is AIS or Vendor providing support for database problems/fixes?      
Is AIS or Vendor responsible for tuning and proactive DB maintenance?      
Who will be responsible for putting database backups in place and disaster recovery of database?      
Will vendor provide support during a live disaster recovery and during a disaster recovery test scenario?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     If “Yes”, is there an additional support cost?  Please describe:      
Is the database required to be point in time or up to minute recovery or in other words, will database be using journal/archive or transaction files in the recovery process?      
Is the implementation strategy to use cold or hot backups?      
Network

Does vendor use any protocol other than TCP/IP? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
      If “Yes”, please describe:      
Does vendor have a dependency on IP address ranges, IP ports used, and server names?      
Does vendor have any multi-site clients? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     If yes, what is the traffic load on the WAN links, per active user?      
Does the device\system feature a wireless component?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

If “Yes”, can the wireless component be configured to use Infrastructure Mode only?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

If “Yes”, please describe the protocols used:      
If “Yes”, what encryption method is used (Note: Franciscan Alliance only supports WPA and WPA2)?  Please describe:      
Does use of the product require Internet access or integration?       

Does the server require a host file table or similar function for communication between the workstation and server, or can it use our DNS?      
Citrix Questionnaire

The following information is requested to enable us to determine if a particular application is a candidate for deployment on our Metaframe farm and if so to assist us in planning the deployment of the application. Generally, the requested information will be provided by the vendor who developed the application and the application team deploying it.

Instructions

Complete all sections of this questionnaire. Please be sure not to leave any questions unanswered. Please return completed form to Franciscan Alliance facility contact that is planning to implement this system. 

Vendor Questions

Give a brief description of the client component of the application.  (I.e., Is it a character telnet, a GUI client, does it have heavy DB access, etc.) 
Does your application use Crystal reports?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 

If yes, do you need any part of Crystal loaded or do you provide the appropriate dll’s in your install?       

Which version of Crystal is your application developed under?

Does your application have other reporting requirements, ie Cognos, FRx, Access etc? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
      If yes, are there any version restrictions?      
Does your application require any Microsoft Office components such as Word or Excel? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
       If yes, are they launched from within the application menus or run as separate jobs?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
      Are there any version restrictions?      
List any additional third party products that are part of your application that have not already been mentioned.      
Does your application require internet access? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
       If yes, which URL’s are needed?            Are they linked to within the application or from a separate browser?      
Is this application browser enabled? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     If yes, to what level? (i.e. Is it a pure browser, do you run your application code within a browser framework, do you add specialized plug ins?)       

Which browsers and version do you support?      
Does the application require ActiveX or any other client-side component?      
Does your client work with UNC names or do you require a mapped drive to server files?

     
Are there any restrictions on the application server name? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
      If yes, can we still utilize our internal server naming convention and create a DNS alias with your name?      
What printers do you support?       

Our preference is for HP LaserJet printers.  Does your application function properly with Citrix autocreated printers and mapped network printers?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

Do you store printer queue names anywhere inside your database tables to control automatic routing of printing or are printer destinations always selected from the printer selection pull down box?      
Are there any time zone requirements for your client module or is all your application time stamping coming from the application/db server?       
Does your application have an internal security table with unique user logons required?

     
Application Team Questions

Will this application be used at multiple facilities?  Please describe:       

If there are multiple facilities, do you plan on using a common or separate databases?

     
What is the expected number of users?         

What will be the pattern of usage? (i.e. Users on all day,many occasional users such as once a week, etc.?)      
What other Citrix based enterprise applications will be used by the same users?

     
If there is application security, do you plan to use automatic sign on?  That is the preferred approach unless there is a valid reason not to do that.      
Are there any special requirements that members of the application team will need that are different from the typical user?

     
Storage Questionnaire
Introduction

This questionnaire can be used to assess the storage, backup, and archive capabilities for installed applications.

Instructions

Complete all sections of this questionnaire. Please be sure not to leave any questions unanswered. Please return completed form to Franciscan Alliance facility contact that is planning to implement this system. 

Questions

1. List the major physical technical components and their location within the facility: 
· Servers - make/model, OS, hostname, IP address      

· Tape devices for backup or archive - make/model      

· CD or DVD devices for backup or archive - make/model      

2. List approximate maximum disk capacity on each server, and optical capacity if applicable (number of optical platters that a jukebox holds and the amount of storage on each platter).      
3. Is data archived either within a database, in file systems on disk, or by using a separate storage mechanism like a SAN, NAS, or optical?      
4. If the application creates waveforms, movies, pictures, or other large digital representations (as Emageon and Heartlab do) -then list the following by storage method - traditional server-based disk, networked disk, and optical.

· How much storage do we create per month or year?        How many individual files?      

· How much storage is in use now?      

· How much data storage should we expect to have at the peak of retention?      


· How long until we reach that peak?        
5. How are server backups done currently?      
6. Is media (tape or optical, for example) currently offsite for disaster purposes?      
7. Is our data transmitted to another site within Franciscan Alliance or to the vendor, for the purpose of archive or recovery? Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     If yes, how?      
8. Is data encrypted?  For example, that sent offsite or transmitted via a network. Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 

Interface Questionnaire
ALVERNO BASIC INTERFACE STANDARDS

· TCP/IP (sockets) over Ethernet 

· Persistent socket connection with remote system (i.e., keep connection open between the systems at all times, not just when there is data to be transferred)

· Receiver acts as a "server" (LISTENs for incoming connections)

· Sender acts as a "client" (CONNECTs to remote system)

· HL/7 version 2.2 or 2.3

· Event-driven, not query-driven

· HL/7 "MSA" segment acknowledgements

· Use IP names where possible in lieu of IP addresses

· Symmetrical connections with remote system (i.e., same number of inbound and outbound connections per facility; we don't want to support one inbound connection to us and three outbound connections to you)

· Consolidate transactions in as few connections as possible (preferably one each direction) (i.e., don't split outbound transactions (ADTs, orders, etc.) between multiple outbound connections and don't require that inbound transactions arrive on separate connections)

LIST APPLICATIONS / SYSTEMS TO BE INTERFACED

(List application and vendor name with each)

        Application                                              Vendor Name

 1.

 2.

LIST INTERFACES TO BE DEVELOPED / IMPLEMENTED:

(e.g. Orders from HIS to LIS, Textual Results from LIS to HIS,  ADTs from HIS to Transcription system, etc.)

 1.

 2.

 3.

GENERAL INTERFACE QUESTIONS

 1. Will you (the vendor named at the top of this worksheet) be developing a new or custom 

     interface for this project, or will an existing interface and process be used?  

     A. New

     B. Custom

     C. Existing

     Please elaborate

2. Event-driven vs. query-driven interfaces

     For real-time interfaces, Alverno's standard is to make them event-driven instead of query-

     driven. 

     A. Does your application require the use of query-driven interfaces?

         1) No

         2) Yes - please explain and elaborate

 3. What are the expected testing and go-live time frames for these interface(s)? 

    A. Testing time-frame:

    B. Go-live time-frame:

 4. Alverno's Basic Interface Standards (see above)

    A. Do you agree or differ with any of the basic interfacing standards listed above?



 Differ / 

Agree
Disagree
Standard

_____
  _____ 
TCP/IP (sockets) over Ethernet 

_____
  _____ 
Persistent socket connection with remote system

_____
  _____ 
Receiver acts as a "server" (LISTENs for incoming connections)

_____
  _____ 
Sender acts as a "client" (CONNECTs to remote system)

_____
  _____ 
HL/7 version 2.2 or 2.3

_____
  _____ 
Event-driven, not query-driven

_____
  _____ 
HL/7 "MSA" segment acknowledgements

_____
  _____ 
Use IP names where possible in lieu of IP addresses

_____
  _____ 
Symmetrical connections with remote system

_____
  _____ 
Consolidate transactions in as few connections as possible

(preferably one each direction)

         1) For each that you Disagree (or differ with) with, please explain

    B. Please note any problems or points of contention

 5. Please provide any information you have regarding expected transaction volumes. This 

     information will allow us to anticipate any extraordinary resource needs for our interface 

     engine (i.e., extra space for journaling, extra CPU consumption for high-volumes, etc.).

     For example:


Interface


Anticipated


  Name

In / Out

   Volume
Msg. Size
Time Frame


results

out

1000 results
4096 bytes
per day (weekdays)


results

out

200 results
4096 bytes
per day (weekends)

Interface


Anticipated


  Name

In / Out

  Volume
   Msg. Size
  Time Frame


____________  ______              ____________  __________      _________________


____________  ______              ____________  __________      _________________


____________  ______              ____________  __________      _________________


____________  ______              ____________  __________      _________________


____________  ______              ____________  __________      _________________

INTERFACE CONFIGURATION

 1. Front-end interface PC

A. Are any front-end interface PCs used?

          1) Is a front-end interface PC needed for each set of facility's interfaces?

          2) Briefly describe the configuration of a typical front-end interface PC

          3) Is an interface PC needed for each facility to be supported?

          4) Can one interface PC handle more than one set of interface connections?

 2. Test system and/or environment

A. Will a test system or environment be available in addition to the production environment?

          1) If not, please explain.

B. Can the test and production (live) systems be active at the same time? 

           1) If not, please explain.

3.  For our documentation purposes, please list the hardware platform and operating system type and version for the interface and/or application system?

A. Hardware platform

B. Operation system type and version

C. Application name and version

 4.  Multiple connections / database / facility handling

Alverno prefers to maintain symmetry in how the connections are made between a vendor's interface system and Alverno's Interface Engine. 

We also prefer, for both inbound and outbound interfaces, to utilize one connection (per direction) for all sets of transactions received and transmitted (i.e., one inbound, one outbound).

We prefer to not split-up connections, either inbound or outbound, due to differences in transactions. We will consider doing this based on volume and the impact to the processing of patient-care related transactions.

For example, for a simple, single-facility interface, we would typically establish interface connections for each facility to be serviced:

     Facilities    Source system   Data Flow     Dest. System

         A         eGate             ---->       vendor

         A         eGate             <---        vendor   

We do recognize the need to sometime combine and/or separate sets of facilities due to combined databases and/or timezone issues. In the case where multiple facilities are involved, we prefer to maintain symmetry with regards to how the connections are setup and maintained. For example:

     Facilities    Source system   Data Flow     Dest. System

        A, S       eGate             ---->       vendor

        A, S       eGate             <---        vendor   

       B, D, F     eGate             ---->       vendor

       B, D, F     eGate             <---        vendor
Please elaborate on how the interfaces can be setup for the interfaces to be developed. 

A diagram showing the connections, which transactions will flow over each connection, and which facilities will be serviced for that connection would be very helpful.

 5. If you establish multiple interface connections with us (especially for multiple environments), will your interface code behave the same for each connection / facility / environment supported (i.e., is there environment-specific logic / processing that we should be aware of)?

COMMUNICATION / CONNECTIVITY

1. What is the communications method for achieving interface connectivity

A. TCP/IP over Ethernet?

B. Other?

2. Will the connectivity between the Alverno system / application and your system utilize the existing network (i.e., hospital resident) infrastructure?

     A. If not, please elaborate

3.  Do you agree with the TCP/IP sockets convention that 

*   a receiving system acts as a server who LISTENs for incoming connections

*   a sending system acts as a client that attempts to CONNECT (to a sending system)?

A. Yes

B. No - please explain

4. Will you maintain persistent interface connections (i.e., maintain connectivity even when you don't have data to send)?

A. Yes

B. No - please explain

5. Do you use standard ANSI MLLP message enveloping?  

A. If not, please explain how your software determines the beginning and end of an interface message.

B. Will you be sending (and/or expecting) HL/7 MSA acknowledgements?

6. Alverno's IP networking analysts assigns IP addresses and host names. 

A. Who is responsible for configuring the remote interface setup once the host name and IP address have been assigned?  

7. Port / socket assignments

Alverno will assign its receiving / inbound TCP/IP sockets port numbers (i.e., we will assign the port that our inbound interfaces LISTEN on for incoming connections from the remote system). Alverno's Application Integration Services Department will communicate this information to the vendor setting-up the remote outbound interface.

The vendor (or party responsible for configuration / setup) will assign its receiving / inbound TCP/IP sockets port numbers (i.e., the port that the remote system will LISTEN on to accept connections from the Alverno interface). The number must be communicated back to the Alverno Application Integration Services Department.

Do you agree with the above?

8.  Alverno prefers that the new system's interface server be configured to refer to the eGate Interface Engine system by its host name instead of its IP address. Additionally Alverno would prefer that the new system use Alverno's DNS servers to look up our system's IP address (associated with the eGate’s host name). Conversely it is Alverno's preference that the new system not maintain the Interface Engine's IP address in its interfacing software or system host table. 

A. Do you have problems using an external DNS server to look up the appropriate IP address?  

B. If so, please explain what options your system can use. 

Please note that Alverno runs two DNS servers. One is the primary DNS server and the second is a backup DNS in case of failure of the primary DNS. Ideally, both DNS IP addresses can be configured in a search order on the interfaced system's communication setup.

9. Will all inbound TCP/IP sockets interface on your system validate the IP address of the connecting system (to ensure the identify of the system from which you will be receiving PHI data)?

VPN - Virtual Private Networking

1.  Will this interface be using Virtual Private Networking (VPN)?

STATEMENT ON VPN USE FOR CRITICAL DATA:

Since VPN (Virtual Private Networking) uses the Internet as it’s primary connection pathway, it’s reliability is subject to a variety of factors completely outside of the control of anyone, including Franciscan Alliance, our service providers, or organizations that we do business with. For example, general Internet outages, Denial of Service Attacks, virus outbreaks, etc. can cause the Internet to function slowly of not at all for an indeterminate amount of time. VPN can be very cost effective solution for interface connectivity when the availability of the interface and timeliness of data delivery are not high priorities. When data needs to be delivered by an interface in a timely manner, especially in cases where patient care depends on it, VPN is usually not the best choice.

2.  If VPN will be used what Hardware / Software do you use for VPN (ex. Cisco, Nortel, etc.)?  

NOTE: Franciscan Alliance prefers the use of Nortel VPN equipment but this is not required.  

3.  Which version of the VPN software do you use?
4.  Does your VPN software support a persistent connection (vs. on-demand)?  We strongly prefer persistent connections because it helps us monitor the status of interfaces using the tunnel.

5.  Do you monitor the status of your VPN tunnels?  For example are you notified if the tunnel has been down for a specified period of time?

6.  Are there special considerations regarding the VPN appliance that you think Franciscan Alliance should be aware of?

7.  Do you have any questions about Alverno’s VPN technology and standards?
8.  Do you manager your own VPN hardware\software or is that contracted out to a 3rd party?
9.  Please provide the contact information for your VPN specialist so that we can contact them if we have additional questions.
DOCUMENTATION

Do you have interface documentation available regarding the following items?

1. Interface overview

2. Communications overview

3. HL/7 overview (describing implementation / use / processing issues)

4.  Message-flow and/or processing diagrams

5.  Separate documentation for each transaction types to be interfaced (ADTs, orders, results, financial (charges, payments, adjustments), master-file, etc.):

a) List of supported event codes

b) Message structure details:

1) Separate sections for inbound and outbound messages

2) Message descriptions

3) Exception information

4) Example / sample messages

5) Message / segment matrix or relationship diagrams

c) Segment layouts:

1) Descriptions

2) Exception information

3) Example / sample segments

4) Z-segment documentation

5) Segment / field matrix or relationship diagrams

d) Field-level details

1) Descriptions

2) Exception information

3) Example / sample values

6. Interface operating instructions

7. Security-related issues

HL/7 RELATED QUESTIONS

(if HL/7 messages are not involved in any of the interfaces, you may skip this section)

1.  Which version of HL/7 do you plan to use for the interface(s) (2.2, 2.3, other)? 

2.  Are standard HL/7 delimiters used?   If not, please explain.

3.  Are there any notable exceptions to your use of HL/7. If yes, please explain.

The following two questions are in reference to how a "no change" and a "field deletion" are handled / controlled / interpreted by your interface. Please reference Section 1.6.1 of the HL/7 manual for the standard encoding rules.

4.  Do you treat / interpret an empty (null) field (sequence) "||" as indicating no new changes (i.e., leave existing value intact--do not replace with null)?

5.  Do you treat / interpret a field (sequence) containing double-quotes (|""|) as an indicator that nothing (i.e., a null value) should be stored in the record being updated?

6.  Are there any specific interface message limitations such as message size, field size (excluding HL/7 standard field sizes), restrictions of specific characters, etc?

7. Does your interface model include, support, or require Z-segments?  

A. If so, please explain and provide data models (like those provided in Chapter 3 of the HL/7 manual). 

B. Please also include a breakdown of the fields, subfields, values, and functionality of the Z-segments.

PROBLEM DETECTION AND HANDLING

 1.  Alverno prefers to not use application-level acknowledgements. We prefer to perform acknowledgments using HL/7 "MSA" segments (i.e., at the interface-level). 

A. Do you make use of HL/7 MSA application-level acknowledgements?  

B. If not, please explain how acknowledgement processing is performed. 

 2. If your system is receiving interface messages, how does it react to an improperly formatted message? 

A. Does it shut down on receipt of an improperly formatted message? 

B. Is a "NAK" (negative acknowledgement, HL/7 or otherwise) message sent in response to an improperly formatted message? 

C. Are there bad-message-received thresholds / retry limits? Please explain.

 3. If your system is sending interface messages, how does it react to receipt of a negative acknowledgement message (presumably, an HL/7 "MSA")?

A. Does it shutdown the interface or retry sending the message being NAK'd?

B. Do you have any retry / resend thresholds and are they configurable?

 4. When receiving data from Alverno, are the incoming transactions logged or journaled to a file for later viewing? 

A. Is there an error log file that is accessible for viewing? 

B. Do you have any automatic error notification options (such as sending out emails, pages, etc.)? 

C. What tools are available on your remote system that will aid in interface problem debugging?

 5.  Does the new system's interface software have the ability to retry establishing connections when the socket connection has been dropped?  Please describe. 

A. What is the retry threshold and connection timeout value?  

B. Are these configurable values on your system? 

 6. Does your system immediately reply (acknowledge) a valid incoming interface message (assuming it is properly formatted and enveloped) or does it undergo processing / application validation before the acknowledgement is generated and sent back to Alverno's Interface Engine?

We ask the above question in order to gauge whether or not we will have to adjust the time interval at which we expect to receive back a reply before the interface times-out. If the remote system is very busy, our time-to-wait-for-response and time-to-wait-for-a-read-to- complete values may have to be adjusted upward to compensate.

TRANSACTION PROCESSING

1.  If your system receives an "update" message for a database entry that did not previously have an "add" message, does this pose a problem for your interface software?  

For example, can an HL/7 "A08" (patient demographic update) transaction be treated as an "A01" (patient admit)? 

SUPPORT

1.  In the live (production) environment, what type of access to servers does your company anticipate needing to provide support?

2. In the live interface environment, when there are minor problems, can Alverno restart the interface processes on the interfaced system’s interface server?  

A. If so, does this require specific training? 

B. Will you provide documentation on restarting the interface processes on your company's interface system?

BATCH INTERFACES

1. If a batch interface is used, please explain the timing and method for transferring the batch:

A. Is TCP/IP's network file system (NFS) or FTP used?

B. Is this a real-time (TCP/IP sockets) interface in which the batch of messages is transferred once-a-day?

1) Is the socket held open or closed after the batch of messages is transferred?

 2. If the interface is file based, should the writing system append new data to the file or overwrite it?

 3. Please explain the timing, triggers, etc. that pertain to this batch interface.

 4. Batch interface headers and trailers

A. For HL/7 batch interfaces, do you use batch/file headers and trailers (FHS, FTS, BHS, BTS) segments?

1) Are they required or optional?

B. For non-HL/7 batch interfaces, please explain the if and how headers and trailers are used and implemented

INITIAL DATABASE POPULATION AND BACKLOADING

 1. Is there a requirement for your system to have historical data pre-loaded before the system 

      and interface "go-live"?  

A.  If so, can this be handled by letting the interface run for a period of time prior to system "go-live"? What is the anticipated time period?

 B. If not, do you anticipate the need for a one-time back load of historical data?  

C. Please explain how you see this working. 

Alverno generally has a standard of not using one-time back loads. In order for exceptions to be made, we would have to make sure that it can be done without adversely affecting our other systems. 

2. If a one-time back load is employed

A. Do you expect it make use of the same mechanisms employed by the production interface?  

B. Are a different set of utilities employed?  Please explain. 
CONDITION OF PURCHASE: TO BE COMPLETED DURING PRE-PURCHASE
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